ECOMZ HOLDING LIMITED GENERAL DATA
PROCESSING ANNEX

NPUJIOKEHUE Ob OBPABOTKE JAHHBIX
ECOMZ HOLDING LIMITED

General Data Processing Annex (“GDPRA”) shall be a
part of the Agreement or other written or electronic
agreement between ECOMZ HOLDING LIMITED
(ECOMZ) and End User for the purchase of the
Software (including associated UniSender software
licenses) from the Licensor (defined as “Software”) (the
“Agreement”) to reflect the parties’ agreement with
regard to the Processing of Personal Data.

[Ipunoxxenne 006 o6pabotke naHHBIX («GDPRAY)
ABJISIETCA 4YacTblo JloroBopa HIM APYroro NMUCBMEHHOIO

WIN OJEeKTpOHHOro cornamenuss wmexny ECOMZ
HOLDING LIMITED (ECOMZ) wu KoHeuHbM
nonb3oBaTenieM Ha  mpuoOperenue  [IporpamMmHoro

obecrieueHust (BKJIIOYAsi CBSI3aHHBIE C HUM JIMIICH3UH HA
nporpammHoe obecrniedernne UniSender) y Jlumensuapa
(manee ompenensercs kak «lIporpamMMHOe oOecIieueHHUE)
(«JIoroBop»), ¢ LENbIO OTPa3HUTh JOTOBOPEHHOCTH CTOPOH
B otHomeHnH O0paboTku [lepcoHaTbHBIX TAHHBIX

By communicating by the End User of full and
unconditional acceptance (consent with) of the terms of the
Agreement End User enters into this GDPRA on behalf of
itself and, to the extent required under applicable Data
Protection Laws and Regulations, in the name and on behalf
of its Authorized Affiliates, if and to the extent ECOMZ
processes Personal Data for which such Authorized
Affiliates qualify as the Controller. For the purposes of this
GDPRA only, and except where indicated otherwise, the
term "End User" shall include End User and Authorized
Affiliates. All capitalized terms not defined herein shall
have the meaning set forth in the Agreement.

Koneunslii mnonb3oBaTenb, KOMMYHUIUPYS TOIHBIA U
Oe3ycioBHBIH akienT (cornacue) ¢ ycnoBusmu JloroBopa,
Koneunslii mone3zoBaTens 3akimrodaer 31oT GDPRA ot
CBOETO MMEHH U, B 00beMe, TpeOYyeMOM B COOTBETCTBHU C
NPUMEHUMBIMH 3akoHaMu u [loJOXeHHsSIMH O 3amuTe
JIAHHBIX, OT UMEHH M OT JIMIa ero ABTOPH3HPOBAHHBIX
AOUnpoBaHHBIX JIWI, €CIIM W 10 TaKOW CTENeHH, B
kotopoit ECOMZ o0pabateiBaet [lepcoHanbHbIC TaHHbIC,
JUSt KOTOPBIX TaKue ABTOpU3UPOBaHHbIE
AdounrpoBaHHble  JMIAa  KBAIMQHUIUPYIOTCS — Kak
Kontponep. Tonbko ans ueneit gqannoro GDPRA, kpome
CllydaeB, KOrJa yka3aHo wHHoe, TepMuH «KoHeuHbIil
MOJIBL30BaTe/Ib» BKIOYaeT KOHEUHBIX MONb30BaTeNe H
ABtopusupoBaHHbIX  Ad¢unrpoBaHHeIX M.  Bce
OlpeZIeNieHNs], IPONUCAHHBIE C 3arjiaBHOM OYKBBI, He
OIpEe/ICTIEHHbIE 37IeCh, MMEIOT 3HAYEHHE, YKa3aHHOE B
JoroBope.

DATA PROCESSING TERMS

YCJIOBHUA OBPABOTKHU JAHHBIX

1. DEFINITIONS

1. OIPEJAEJIEHUA

“Affiliate” means any entity that directly or indirectly
controls, is controlled by, or is under common control
with the subject entity. “Control,” for purposes of this
definition, means direct or indirect ownership or control
of more than 50% of the voting interests of the subject
entity.

«AddunupoBanHoe JHIO» O3HAYaeT JIO0OE JIHIIO,
KOTOpOE  TpsIMO WM KOCBEHHO  KOHTPOJHpYET,
KOHTPOJHMPYETCS M HAXOJHUTCS 10J] OOIINM KOHTPOJIEM C
cyopekToM. «KOHTpOJbY» IS Leneil 3TOro onpeaesieHus
O3HAYaeT MPSIMOE UM KOCBEHHOE BJIAJICHHE WM KOHTPOJIb
HaJ Oonee yeM 50% mpaBa ronoca B CyObeKTe.

“Authorized Affiliate” means any of End User's
Affiliate(s) which (a) is subject to the data protection
laws and regulations of the European Union, the
European Economic Area and/or their member states,
Switzerland and/or the United Kingdom, and (b) is
permitted to use the Software pursuant to the Agreement
between End User and ECOMZ, but has not signed its
own License Agreement form with ECOMZ and is not a
"End User" as defined under the Agreement.

«ABTOpPU3MPOBaHHOE AddpunupoBannoe JTHIL0»
o3HavaeT Jroboe u3 AddunpoBannoe nuno Koneunoro
moib3oBatTeisd, (a) KOTOpoe MOMYMHSAETCS 3aKoHaM |
MONOKEHUAM 3amuThl  JaHHBIX EBpomeiickoro Coro3sa,
EBpomeiickoii 3KOHOMHUYECKOH 30HBI W / WIH HX
rocyzaapctB-aneHoB, [1IBeiinapun u / win CoeJMHEHHOTO
KoponesctBa, 1 (b) KoTOpOMY pa3pemieHo HCIONIb30BaTh
IIporpammHoe obecrieueHrne B COOTBETCTBHH ¢ JloroBopom
Mexny Koneuneim momp3oBatenieM u ECOMZ, HO He
MIOZTIMCANO CBOW COOCTBEHHBIH JIMIIEH3MOHHEIIN JOTOBOP C
ECOMZ u ne sBasercs «KOHEUHBIM IOIB30BATEIEMY, KaK
onpezaeneHo B Jlorosope.

“Controller” means the entity which determines the
purposes and means of the Processing of Personal Data.

«KoHTposiep» 03HaYaeT U0, KOTOPOE ONpeeNsieT Lenn
u cpenctBa O6paboTku [lepcoHANTBEHBIX TaHHBIX.

“End User Data” means electronic data and information
submitted by End User to the Software

«Jlannple KoHeuHOro mosab3oBaTesisi»  O3HAYAIOT
SJIEKTPOHHBIC TaHHBIE U MHPOPMAIIHIO, TIPEIOCTABICHHYIO
KoneunsiM nonp3oBateneM B [lporpamMmmHoe obecnieueHue.

“Data Protection Laws and Regulations” means all
laws and regulations, including laws and regulations of
the European Union, the European Economic Area and

«3aKOHBI M TMOJIOKEHMSI 0 3alIUTe JAHHBIX)» O3HAYAIOT
BCE 3aKOHBI M HOPMAaTHBHBIC AKTHI, BKJIIOYas 3aKOHBI U
IpaBHIa EBponetickoro COM03a, EBponelickoit




their member states, Switzerland and the United
Kingdom, applicable to the Processing of Personal Data
under the Agreement.

SKOHOMHMYECKOM 30HBI M HMX TOCYJapCTB-UJICHOB,
[Iseitnapun u Coenunennoro KoponeBcTBa, npuMeHUMBIE
k O0pabotke [lepcoOHANBHBIX TAaHHBIX B COOTBETCTBUU C
Jlorosopom.

“Data Subject” means the identified or identifiable

«Cyﬁ'beKT JAAHHBIX» O3HA4YacT I/II[CHTI/I(I)I/IIII/IPOB&HHOG N

person to whom Personal Data relates WICHTUQHIMPYSMOS  JIUIO, K KOTOPOMY  OTHOCATCA
) IlepcoHanbHbIE TaHHBIE.
«GDPR»  osnmawaer  Permament (EC) 2016/679

“GDPR” means the Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the
processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General
Data Protection Regulation).

EBponelickoro napnamenta u Cosera ot 27 anpens 2016
rojia o 3amuTe (PU3NYECKUX JIUII B OTHOIIEHHH 00paboTKH
MIEPCOHANBHBIX JAaHHBIX M O CBOOOIHOM IepeMENICHUH
TakuX MaHHBIX U oTMeHe J(upexktussr 95/46 / EC (OOmiee
pEryJIMpoBaHUE 3alIUTHI TAaHHBIX).

“Personal Data” meansany information relatingto (i) an
identified or identifiable natural person and, (ii) an
identified or identifiable legal entity (where such
information is protected similarly as personal data or
personally identifiable information under applicable
Data Protection Laws and Regulations), where for each
(i) or (ii), such data is End User Data.

«Ilepconanbubie AaHHBIE» O3HauaeT 1r00YI0
nHpopmanmro, OTHOCAUIYIOCS K (1)
WICHTUPHUIIMPOBAHHOMY WM  WJASHTHQUIHPYyEMOMY

¢usnueckomy muny u (i) MACHTHOUIMPOBAHHOE WIH
UICHTUPHUIUPYEMOE IOPUINYECKOe JHIO (€CH Takas
nHopManus 3anMIIeHa aHAJIOTHYHO IepCOHAIBHBIM
JaHHBIM  WIM  TEPCOHAJIBHO  HMACHTH(UIMPYEMOM
uH(opMalMK B COOTBETCTBUU C MPUMEHHUMBIMU 3aKOHAMU
U TIOJIOKEHUSMH O 3alllUTe JAHHBIX ), TAE VIS Lelei
kaxxaoro (1) iy (i) TAKUMH JaHHBIMU SBJISIOTCS J[aHHBIC
KoneuHnoro nosp3oBaTessi.

“Processing” means any operation or set of operations
which is performed upon Personal Data, whether or not
by automatic means, such as collection, recording,
organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure
or destruction.

«O6padoTka» o3HauaeT OOy OIepalyio WM Habop
onepaunﬁ, KOTOPBIC BBIMNIOJHAKOTCA 110 TE€PCOHAIBHBIM
JaHHBbIM, HC3aBUCHUMO OT TOI'O, BBIIIOJIHAKOTCA JIK OHH
ABTOMATHYECKUMHU CPENCTBAMHM, TaKHe Kak cOOp, 3ammuch,
OpraHu3aIlis, CTPYKTYPHPOBAHHE, XPAHCHUE, aIanTaIlus
W W3MCHEHHE, HW3BIICUCHHE, CBEPKa, HCIOIb30BAHUE,
PACKpBITHE TIOCPEACTBOM TIEPEIayt, PACTIPOCTPAHEHHUS HITH
HHOTO MPEJIOCTABIICHUS OCTYIIA, BEIBEPKA WITH COUCTaHHUE,
OrpaHHYCHHE, CTUPAHNE WIH YHHUTOXKCHHE.

“Processor” means the entity which Processes Personal
Data on behalf of the Controller.

«IIpoueccop» o3Hauaer auuo, koropoe OOpadaTbiBaeT
[TepcoHanbHble naHHBIE OT MMeHU KoHTpomiepa.

“Sub-processor” means any Processor engaged by
ECOMZ or a group of its companies.

«Cyonpoueccop» o3Hadaer Joboro  IIporeccopa,
npusiedeHHOro ECOMZ wiu rpymnmoi ero KOMIaHui.

“Supervisory Authority” means an independent
public authority which is established by an EU
Member State pursuant to the GDPR.

«Hap3opHbIi opran» O3Ha4aeT HE3aBUCUMBII
TrOCyapCTBEHHBI OpraH, CO3JaHHBIA TOCYAApCTBOM-
wieHoM EC B coorBeTcTBuM ¢ GDPR.

2. PROCESSING OF PERSONAL DATA

2. OBPABOTKA INEPCOHAJIBHBIX TAHHBIX

Roles of the Parties. The parties
acknowledge and agree that with regard to
the Processing of Personal Data, End User
is the Controller, ECOMZ is the Processor
and that ECOMZ or members of group of
companies will engage Sub-processors
pursuant to the requirements set forth in
Section 5 “Sub-processors” below. The
End User is responsible for processing the
Personal Data within the context of the
Agreement. ECOMZ does not have
independent control over the Personal
Data. ECOMZ processes the Personal
Data solely on the instructions of the End

2.1. Posau Ctopon. CTOpOHBI IPU3HAIOT U COTJIAIIAIOTCS C
TeM, uto B oTHommeHnn O6padotku [lepcoHambHBIX TaHHBIX
Koneunslii  mone3oBatens — sBiusercs  KoHTponepow,
ECOMZ ssnsercs Ilpomeccopom u uro ECOMZ wnun
WIEHbBl €ro TpPYyNIbl KOMIAHWK OyZyT IIpHBIIEKATh
CyOmporieccopoB B COOTBETCTBUH C TPeOOBAHHSMH,
m3NoKeHHBIMH B Pazmene 5 «CyOmporeccopsr» HIDKe.
Koneunsrit monmp3oBaTens orBedaeT 3a  OOpaboTky
ITepconanpHBIX MaHHBIX B KoHTEKcTe JJoroBopa. ECOMZ
HEe MMEEeT HE3aBHCHMOTO KOHTpois Haja llepcoHanbHBIMH
nmaaabeiMiE. ECOMZ ob6pabateiBaer [lepcoHanbHbBIe TaHHBIE
MCKITIOUUTENBHO 10 Topy4yeHnto Koneunoro nonp3oBaresns
B KOHTeKcTe JloroBopa B COOTBETCTBHH C LEISIMH M
CpencTBaMH, TIpefocTaBieHHBIMH  KoHTponepoMm, w
YCIOBUSIMA ~ XpaHEHWs, YKa3aHHBIMH B  OCHOBHOM




User within the context of the Agreement,
in line with the purposes and means
provided by the Controller and the
retention terms stated in main Agreement,
as well as in line with any other
instructions from the Controller.

JloroBope, a Take B COOTBETCTBHH C JIIOOBIMU JPYTUMH
uHCTpyKuusmu ot Kontpomnnepa.

2.2 Oopadorka IlepcoHanbHbIX AaHHBIX KoHewHBIM

22 End User’s Processing of Personal .
2 moib3oBaTeieM.  KOHEUHBId  TIOJNB30BATENb  MPH
Data. End User shall, in its use of the I 6
Software. Process Personal Data i HCIIOJIb30BAaHUH pOrpaMMHOTO obecrnieueHUs
d ' it th : D Oo6pabatsiBaeT [lepcoHanbHBIC TaHHBIC B COOTBETCTBUH C
accordance with the requwem_ents of Data TpeOOBaHUSAMH 3aKOHOB U ITOJIOKEHUHA O 3aIlIUTE JaHHBIX.
Prot_ectlon Laws and Regulations. For the | g, ysgesanme COMHCHHMH, WHCTPYKIUK KoHeuHOro
avoidance ~ of doubt, End User’s | nonpsosarens mo OGpaGorke IlepcoHambHBIX aHHBIX
instructions for the Prc_)cessmg of Perso_nal JIOJDKHBI COOTBETCTBOBATH 3aKOHAM M IIOJIOKEHUSAM O
Data shall comply with Data Protection | samure nanmbix. KoHeuHbIii  TONB30BaTeNb  HECET
Laws and Regulations. End User shall | uckmouutensuyio  OTBeTCTBEHHOCTH 32 TOYHOCTD,
have sole responsibility for the accuracy, | xkauectBo u 3akoHHOCTH IlepCOHANBHBIX JAHHBIX U
ity, i Cpe/ICTBA, C TIOMOIIIBIO KOTOPBIX KOHEUHBIH MOJB30BaTENb
uality, and legality of Personal Data and K
the means by which End User acquired | nomyuwnn IlepcoHanbHbIe TaHHBIE.
Personal Data.
- 2.3 Oopa6orka IlepconaabHbix aaHHeix ECOMZ.
2.3 ECOMZ’s Processing of Personal Data. P P A
ECOMZ otHocutcst k IlepcoHanpHBIM JaHHBIM —Kak
ECOMZ shall treat Personal Data as K o
. . . oH(puACHIIHATbHON HH(pOpManuu U uiibs OOpadaThIBaCT
Confidential Information and shall only I
Process Personal Data on behalf Of and in €pCOHAJIbHBIC JAaHHBIEC OT MMCHHM U B COOTBETCTBUU C
ith , JIOKYMEHTHPYEMBIMU HHCTPYKIUSAMU Koneunoro
accordance with End User’s documented | ;o s0parens mus cnemyrommx ueneit: (i) O6pa6oTka B
mStrUCt'_onS fc_)r the following purposes' (i) COOTBETCTBHH ¢ J[OrOBOpOM M NMpUMEHUMBIMHU (opMoii (-
Processing in accprdance with  the | avu) sakasa anst 1OCTABKHM CMC 1 / HIIH 31IEKTPOHHOI OUTHI
Agreement and applicable order form(s) | y / wm cooGmenuit  Viber; (i) OGpaGorka,
for sms and / or email and / or Viber | yammupopannas CIICIHATHCTAMHE Koueunoro
messages  delivery; (i)  Processing | momp3oBaTens Hpu HX MCIONB30BAHUM IIpOrpamMMHOrO
initiated by End User’s end users in their | o6ecneuenus; u (iii) O6paboTka ais BHITOJIHEHUS APYIHX
use of the Software; and (iii) Processing | ZOKyMEHTHPOBaHHBIX pasyMHBIX HHCTPYKIIHH,
to comply with other documented | npemocraBinsieMbix KOHEUHBIM MONIB30BATENEM (HAIPUMED,
reasonable instructions provided by End | O 3JNEKTPOHHOW mOYTE), TAE TAKHE HMHCTPYKIUH
User (e.g., via email) where such | coorBerctBytoT ycnoBusiM Jlorosopa. ECOMZ ne Gyzer
instructions are consistent with the terms 06pa6aTBIBaTI) HepCOHaHBHBIe JTaHHBIC 60Hee, HEXCIIN
of the Agreement. ECOMZ will not | YKa3aHo B OTOM TIyHKTE 2.1. Hu mnpm Kaxux
process the Personal Data any further than obcrosTensctBax ECOMZ He ucmonb3yeT MepcoHaIbHbBIE
is provided in this clause 2.1. Under no | A@HHbIC B CBOMX LENAX WM HE KOMMEPLMATMSHPYET HX
circumstances will ECOMZ use the (IZHH . aH63 - Hpeﬂ)OCTaBMCT BOSMOAHOCTH
. KOMMEPIHAIN3UPOBATH UX).
Personal Data for its own purposes or pi P
exploit them (or have them exploited).
. . . 14 eraim  OGpadorku. Ilpenmerom O6paboTku
2.4  Details of the Processing. The subject- A P pen p

matter of Processing of Personal Data by
ECOMZ is the usage of the Software (and
related services) pursuant to the Agreement.
The duration of the Processing, the nature
and purpose of the Processing, the types of
Personal Data and categories of Data
Subjects Processed under this GDPRA are
further specified in Schedule 1 (Details of
the Processing) to this GDPRA.

ITepconanpupix naHEEIX ECOMZ sBIIsIeTCS UCTIONB30BAHNE
IIporpammHoOro obecreueHus (¥ COMyTCTBYIONINX YCIYT) B
coorBercTBUM ¢ JloroBopoMm. IIpomomKUTENbHOCTD
O06pabotku, xapaktep u HazHaueHne OOpaOOTKH, THITHI
[lepcoHanbHBIX JaHHBIX M KAaTETOPUH OOBEKTOB JAHHBIX,
O6pabotannpie B cootBeTcTBUU ¢ 3TuM GDPRA, manee
yka3ansl B [punoxenrn 1 (deramun OO0paboTKH) K 3TOMY
GDPRA.

3. RIGHTS OF DATA SUBJECTS

3.ITPABA CYBBEKTOB JJAHHBIX

3.1 Data Subject Inquiry.

3.1. 3anpoc Cy0beKkTa JaHHBIX.

ECOMZ shall, to the extent legally permitted, promptly
notify End User if ECOMZ receives a request from a

ECOMZ nomkeH, HackOIbKO 3TO Pa3pemieHO 3aKOHOM,
HE3aMEIINTENBHO yBeIoMIATh KOHEUHOro nons3oBaTens,




Data Subject to exercise the Data Subject's right of
access, right to rectification, restriction of Processing,
erasure (“right to be forgotten™), data portability, object
to the Processing, or its right not to be subject to an
automated individual decision making (“Data Subject
Inquiry”). Taking into account the nature of the
Processing, ECOMZ shall assist End User by appropriate
technical and organizational measures, insofar as this is
possible, for the fulfilment of End User’s obligation to
respond to a Data Subject Inquiry under Data Protection
Laws and Regulations. In addition, to the extent End
User, in its use of the Software, does not have the ability
to address a Data Subject Inquiry, ECOMZ shall upon
End User’s request provide commercially reasonable
efforts to assist End User in responding to such Data
Subject Inquiry, tothe extent ECOMZ is legally permitted
to do so and the response to such Data Subject Inquiry is
required under Data Protection Laws and Regulations. To
the extent legally permitted, End User shall be
responsible for any costs arising from ECOMZ’s
provision of such assistance.

ecrn ECOMZ momywaer 3anpoc or CyObekTa TaHHBIX,

YTOOBl OCYIIECTBUTH €ro IMpaBO JIOCTYNa, IPaBO Ha
ucripaBjeHue, orpanndeHne OOpaboOTKHM, CTHUpaHHe
(«mpaBo Ha 3a0BeHME»), NEPEHOCHMOCTh JIAHHBIX,

Bo3pakeHne mpotuB OOpabOTKM WM €ro mpaBo He
TIO/IBEPTraThCsl aBTOMAaTH3UPOBAaHHOMY WHIUBHIYaJIEHOMY
npusATHioO pemreHni («3ampoc Cy0beKTa HaHHBIXY).
[Ipuanmas Bo BHUMaHMe xapaktep OOpaborku, ECOMZ
OKazpiBaeT  moMoulb ~ KOHEYHOMY  TOJNB30BATeIio
MOCPEICTBOM  COOTBETCTBYIOIIIMX  TEXHHUYECKHX  H
OpraHM3alIOHHBIX MEp, HAaCKOJBKO 3TO BO3MOXKHO, IS
BBHINIONIHEHHST 00s3aTenbcTBa KOHEUHOro monb3oBatess
pearupoBath Ha 3arpoc CyObeKTa JaHHBIX B COOTBETCTBHH
¢ 3aKkoHaMHU ¥ TOJIOKEHUSIMH O 3aIIuTe JaHHBIX. Kpome
TOr0, B TOM ciiydae, eciu KoHeUHbIH MOIb30BaTENh MPU
ucronb3oBaHuu lIporpaMMHOro obecriedeHUss HE HMeEET
BO3MOXKHOCTH pazpetmTh 3anpoc CyObeKkTa JaHHBIX,
ECOMZ 1o 3anmpocy KoneuHoro mnonb30BaTesns NPUIOKUT
KOMMEPYECKH pa3yMHbIE yCHIIUS Ul OKa3aHWs MOMOIIN
KoneuHomy mnonp3oBaTento B OTBETe Ha Tako 3ampoc
CyObeKTa NaHHBIX, B TOW cTemneHu, B koropo ECOMZ
MMeEeT 3aKOHHOE MpaBoO Ha 3TO, M OTBET Ha Takoil 3ampoc
CyObekTa TaHHBIX TPeOyeTCsl B COOTBETCTBHU C 3aKOHAMHU
U TIOJIOXKCHUAMH O 3alIUTC JaHHBIX. B Toii CTCIICHU, B
KOTOPOM  3TO  pa3pelieHo  3akoHOM,  KoHeuHbIi
TMOJIb30BATENb HECET OTBETCTBEHHOCTH 32 JIFOOBbIE PACXOJIbI,
cBsizaHHbIe ¢ nmpenocTasieHneM ECOMZ Takoil moMomniu.

4. ECOMZ PERSONNEL

4. IEPCOHAJI ECOMZ

4.1 KoupunenmmaasHocte. ECOMZ o6ecneunBaer,

4.1  Confidentiality. ECOMZ shall ensure that N 6pab M
its personnel engaged in the Processing of yToOBI €ro mepcoHan, 3aHuMaromuiica OO6paboTkoit
p | Dat inf d of th [lepcoHanbHBIX [aHHBIX, OBUI NPOMH(GOPMUPOBAH O
er‘:’fga ial ala are f Irr: oIrDme cl) D € KOH(UICHIIMAILHOM XapaKTepe IMepCOHaIbHBIX JIAHHBIX,
conn ent!a nature o _t € e_:rs_ona at?’ MOIYy4YHJI COOTBETCTBYIOIIYIO IIOArOTOBKY II0 CBOHM
have rec_e[\{eq appropriate training on 'Fhell’ 00513aHHOCTSAM M 3aKJIIOYMI NMChbMEHHBIE COTIJIAIICHHMS O
respc_)n5|b_|llt_|es and have executed written Konpunenmmansioctn. ECOMZ  yIOCTOBEpHTCS, H4TO
confidentiality agreements. ECOMZ shall | raxpe ofssarensersa B obnactu KoH(HISHIMATLHOCTH
ensure  that  such  confidentiality | ppxomumm 3a pamkm mpekpamerns —BoOBIEuEHHOCTH
obligations survive the termination of the | pepconana.
personnel engagement.
- 4.2 Hapexunoctb. ECOMZ npeanpuHUMaeT KOMMEPUECKH
4.2 Rellablllt.y. ECOMZ shall take 000CHOBaHHBIE IArW JUIA OOECIIEUYEHUA HaIECKHOCTU
commercially reasonable steps to ensure
A mro00ro TIepcoHana ECOMZ, 3aHUMAIOMIETOCS
the reliability of any ECOMZ personnel O6patoTKoi TTepCOHATHHBIX IAHHELX.
engaged in the Processing of Personal
Data.
43 Limitation of Access. ECOMZ shall 4.3 Orpannvenune npocryna. ECOMZ obGecrieunBaer,
' o yTo0b1 noctym ECOMZ x IlepcoHanbHBIM JaHHBIM
g];tl;re itsh atl iﬁﬁgg/lztg a(t:ﬁgsssé top';? srgggz: OTrpaHUYMBAJICS TEM IIEPCOHATIOM, KOTOPBII NPENOCTABISET
performing Software services in | yemyrn Hporpzél\él\ng\(/)ero obecriedeHnss B COOTBETCTBHU C
accordance with the Agreement. ECOMZ Horosopou. [ MPCAOCTABIVICT  CBOHMM
Only grants itS employees access to the crenuaacraM JOCTYII K JImgHBIM JaHHBIM, B TOU CTCIICHHU
Personal Data insofar as this is required for EOI%?ITISP g:ﬁaeﬁ)ggﬁg;g{?ﬁﬂgi:}?&)IEH;{GH;:HEE);::;I)a ne
the performance of the Agreement and A JIeHI ’
with due observance of the confidentiality
provisions.
5. SUB-PROCESSORS 5- CYBIPOLECCOPBI
51 Appointment of Sub-processors. End 5.1. Ha3uayenme CyoOnpoueccopoB. KoHeuHbIH




User acknowledges and agrees that (a)
ECOMZ’s Affiliates may be retained as
Sub-processors; and (b) ECOMZ and
ECOMZ’s Affiliates respectively may
engage third-party Sub-processors in
connection with the provision of the
Software services. ECOMZ or its Affiliate
has entered into a written agreement with
each  Sub-processor containing data
protection obligations not less protective
than those in this Agreement with respect
to the protection of End User Data to the
extent applicable to the nature of the
services provided by such Sub-processor.

TI0JIB30BATEIb TTOATBEPIKAAET M COTIIAIIAETCs C TEeM, 4To (a)
Addummposannsie uia ECOMZ mMoryT OBITH COXpaHCHEI
B kadectBe CyOmpomeccopoB; u (6) ECOMZ wu
Addumposannsie nmuia ECOMZ cooTBEeTCTBEHHO MOTYT
NpUBJIEKaTh CTOpOHHHX CyOIpOIecCOpOB B CBSI3U C
npenocraBinenneM yciyr IIporpammuoro o0ecriedeHws.
ECOMZ wmn ero Ado¢unupoBaHHBIE JHIA 3aKIFOYIH
MICBMEHHOE coranieHne ¢ Kaxasim CyOrporeccopoM,
cozieprKaiiee 00s3aTeNIbCTBA 110 3alIUTe JaHHBIX, HE MEHEe
3alUTHBIE, HEKENHN Te, KOTOPHIE COJEPIKATCsl B HACTOSIIEM
JIOroBOpe, B OTHOmIeHHH 3ammthl JlaHHbIX KoHeuHBIX
MoJIb30BatTeNieil B 0ObeMe, IMPUMEHUMOM K XapakTepy
YCIIYT, IPeJOCTaBIsIeMbIX TakiuM CyOIIpoIeccopom.

5.2

Objection Right for New Sub-
processors. End User may object to
ECOMZ’s use of a new Sub-processor by
notifying ECOMZ promptly in writing
within ten (10) business days after
making available by ECOMZ’s of such
information. In the event End User objects
toa new Sub-processor, as permitted in the
preceding sentence, ECOMZ will use
reasonable efforts to make available to
End User a change in the Software or
recommend a commercially reasonable
change to End User’s configuration or use
of the Software to avoid Processing of
Personal Data by the objected-to new Sub-
processor without unreasonably burdening
the End User. If ECOMZ is unable to make
available such change within a reasonable
period of time, which shall not exceed
thirty (30) days, End User may terminate
the applicable order form(s) with respect
only to those Software services which
cannot be provided by ECOMZ without the
use of the objected-to new Sub-processor
by providing written notice to ECOMZ.
ECOMZ will refund End User any
prepaid license fees covering the remainder
of the term of such order form(s) following
the effective date of termination with
respect to such terminated Software
services, without imposing a penalty for
such termination on End User.

5.2. Bo3pa:kennme mnpotuB HOBBIX CyOmpoieccopos.
KoHeuHbIil MOJB30BAaTENIb MOXET BO3Pa3HWTh MPOTHB
ucnone3oBanus ECOMZ  woBoro  CyOmporieccopa,
HezameuTenbHo yBenomMuB ECOMZ B mHcbMeHHOM
dbopme B Teuenume 10 (mecatH) paboumx JHEH Mocie
npegoctapineHuss ECOMZ Takoit nagopmarmu. B ciydae,
eciu KoHeuHsbI# monk30BaTenb BO3pakaeT MPOTUB HOBOT'O
CyOmporieccopa, Kak 3TO pa3pelieHO B MpPeIbLAYLIEM
npemiokenny, ECOMZ Oyner mnpunaratb pa3yMHbIC
ycunusi, 4ToObl TIpeocTaBUTh KOHEYHOMY IMOJIb30BATEIIO

U3MECHCHUA B HpOFpaMMHOM O6CCHC‘ICHI/II/I HJIn
PEKOMEH/IOBaTh KOMMEPUYECKH pa3yMHOE H3MEHEHHE
koHQurypauun  KoHe4HOMY  TONB30BaTeNl0 WM
ucnons3oBaHue IIporpammHoe obecnedeHune, KOTOpoe

no3BoiuT n3dexars O0padboTku [lepcoHa bHBIX TAaHHBIX C
nomornipio HoBoro CyOmporieccopa, MPOTHB KOTOPOTo
BBIZIBUHYTO BO3paXKEHHE 0e3 HEOIpaBIaHHOTO
obpemenenus: Koneunoro nonp3oparensa. Eciu ECOMZ ne
CMOXET IIPEAOCTaBUTh TaKMe M3MEHEHUS B TEUCHHE
PasyMHOro NepuoAa BPEMEHH, KOTOPbIH He JOKEeH
npeBbimaTh Tpuauat (30) nueit, KoneuHslil moms3oBaTens
MOXET PacTOprHyTh NpHUMeHHMYy (opmy (k) 3akaza B
OTHOLIEHHH TONbKO Tex yemyr  [IporpamMmuoro
o0ecriedeHnsl, KOTOPbIE HE MOTYT OBITh IPENOCTaBIICHBI
ECOMZ 6e3 wucnoms3zoBanus CyOmporieccopa, MIpPOTHB
KOTOPOT'O BBIIBUHYTO BO3payKEHHE ITyTEM IPEIOCTABICHUS
nmucbMeHHoro yeenomieanss ECOMZ. ECOMZ Bo3meriaer
KoHeyHbIM monb3oBaTeNsAM JHOOBIE INIpEAOIUIaueHHbIE
JIMICH3NOHHbIE BO3ZHArpaKICHHUS, TIOKPBIBAIOIIHE
OCTaBIIYIOCS YaCTh CPOKA Takoi popmbl (-0B) 3aKa3za mocie
JaThl BCTYIUIGHHS B CHIIY INpPEKPAIEHUsS B OTHOLICHHH
TaKHX MpeKpanieHHbIX YCIyT [Tporpammuoro
obecnieuenusi, Oe3 mpumeHeHus 1rpada 3a Takoe
npekpanieHne K KoHeuHOMY 110J1630BaTelIoO.
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Liability. ECOMZ shall be liable for the
acts and omissions of its Sub-processors
to the same extent ECOMZ would be
liable if performing the Software services
of each Sub-processor directly under the
terms of this GDPRA, except as otherwise
set forth in the Agreement.

5.3 OrBercTBeHHOCTE. ECOMZ HeceT OTBETCTBEHHOCTh
3a nmeiictBus u 6e3neiictBue ceonx CyOomporeccopoB B TOH
ke creneHu, exenn 061 ECOMZ Hec OTBETCTBEHHOCTH IPH
npenocraBieHnH yciyr IIporpamMmHOro  obecredeHus
kaxxgoro CyOmporieccopa CaMOCTOSITEIHHO B COOTBETCTBHUH
¢ ycnosmsamu 3toro GDPRA, 3a mckimrodueHneM cirydaes,
npenycMOTpeHHBIX B [lorosope.

6. SECURITY

6. BE3OITACHOCTb

6.1

Controls for the Protection of End

6.1 DnaemeHTsl ynpaBiaeHus 1ias 3amuTbl JaHHBIX




User Data. ECOMZ shall maintain
appropriate technical and organizational
measures for protection of the security
(including protection against unauthorized
or unlawful Processing and against
accidental or unlawful destruction, loss or
alteration or damage, unauthorized
disclosure of, or access to, End User
Data), confidentiality and integrity of End
User Data. ECOMZ regularly monitors
compliance with these measures. ECOMZ
will not materially decrease the overall
security of the Software during an
Agreement term.

KoneyHbIX MoJIb30BaTeeil. ECOMZ Oymet
MO/JIEP)KUBATh  COOTBETCTBYIOIIME  TEXHUYECKHE H
OpraHM3alliOHHBIE MeEphl JUIA 3alUThl OE30MacHOCTH
(Bkimo4as 3amMTy OT HECAaHKUMOHWPOBAaHHOW WM
He3akoHHOW OOpaboTkM W OT  CIydaiHOrO WM
HE3aKOHHOI'0 YHHUUYTOXKCHHS, MTOTEPH WIM W3MEHEHHS WIN
MOBPEX/ICHNUS, HECAHKIMOHUPOBAHHOTO DPACKPBITUS WIH
moctyna K JlamapiM  KOHEYHBIX — MONB30BaTENCH),
KOH(UIEHINATBFHOCTH | 1esocTHOCTH J{anHbIX KoHeuHbIX
nonb3oBateniei. ECOMZ  perymapHo  mpoBepsieT
cobmonerne 3tux Mep. ECOMZ cymiecTBeHHO HE CHU3UT
obmyro Oe3omacHocTh IIporpammHOro obOecmeucHHs B
TeueHue cpoka Jlorosopa.

6.2  Third-Party Certifications and Audits.
ECOMZ has obtained the third-party
certifications and audits. Upon End User’s
written request at reasonable intervals,
and subject to the confidentiality
obligations set forth in the Agreement,
ECOMZ shall make available to End User
that is not a competitor of ECOMZ (or
End User’s independent, third-party
auditor that is not a competitor of
ECOMZ) a copy of ECOMZ’s then most
recent third-party audits or certifications,
as applicable.

6.2 Ceprupuxanuss W ayauT TpeTheil CTOPOHOIA.
ECOMZ mnonyuun cepTuduKaTbl W IPOIIEN BHEIIHHE
He3aBUCHMble ayauTsl. [lo THCEMEHHOMY 3ampocy
KoneuHoro monp3oBaTens depe3 pa3yMHbIE MPOMEXYTKU
BpEMEHH W TMpH  COONIOIGHMH  0053aTeNbCTB IO
KOH(HICHIINATBHOCTH, U3JI0KEeHHBIX B [loroBope, ECOMZ
npeaocTaBnsier KoHeYUHOMY IONB30BaTeNI0, KOTOPBIA He
aBsiercd KoHKypeHToM ECOMZ (unu He3aBUCHUMOMY
cTopoHHeMy  ayautopy KoHeuHoro  mome3oBaTeds,
KOTOpbIl He sBisercss koHKypeHToM ECOMZ) xomuto
HEJaBHUX HE3aBUCUMBIX ayIUTOPCKUX IPOBEPOK HIH
ceptudukaro ECOMZ, ecnu 3T0 MpUMEHHMO.

7. END USER DATA INCIDENT
MANAGEMENT AND
NOTIFICATION

7. YIIPABJIEHUE 1 YBEJJOMJIEHUE B
OTHOUWEHUU MTHIUJAEHTOB ¢ JAHHBIMH
KOHEYHOI'O ITOJIb30BATEJIA

ECOMZ maintains security incident management
policies and procedures and shall, notify End User
without undue delay after becoming aware of the
accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to End User Data,
including Personal Data, transmitted, stored or
otherwise Processed by ECOMZ or its Sub-processors
of which ECOMZ becomes aware (a “End User Data
Incident”). Notifications either to End User and / or their
subscribers shall be sent in accordance with ECOMZ’s Data
breach notification process and procedures available at
https://mmwv.unisender.com/. ECOMZ shall make reasonable
efforts to identify the cause of such End User Data
Incident and take those steps as ECOMZ deems necessary
and reasonable in order to remediate the cause of such a
End User Data Incident to the extent the remediation is
within ECOMZ’s reasonable control. The obligations
herein shall not apply to incidents that are caused by End
User or End User’s end users.

ECOMZ Bener mONMTHKY M NPOLEIYPHI YIPaBICHHUS
MHIOUACHTaMH Oe30macHOCTH W yBenomisier Konewnoro
Moib30BatTeNisi 0e3 HeompaBJaHHOW 3adepiKKH, y3HAaB O
CIIydallHOM WM HE3aKOHHOM YHHYTOXXEHHUH, yTparte,
W3MEHEHNH, HECAaHKIMOHUPOBAHHOM pPACKPBITHH WU
nocryme K JlanasiM KoHeuHBIX monb30BaTenel, BKIOUas
IlepconanpHble NaHHBIE, MEpeNaHHbIC, COXPAHEHHBIE WIIH
WHaye obpabaTbIBacMbIe ECOMZ WA ero
CyOmporeccopamu, 0 KoTopeix y3Haer ECOMZ
(«Anunuaent ¢ JanubiMn KoHeUHBIX MOJIb30BaTe€eii»).
Yeenomnenus s KoHeyHOro monb3oBatens U / WM HX
MOATIMCYIKOB JOJDKHBI OBITH OTHPABJICHBI B COOTBETCTBHUH
¢ Ilpomeccom yBemoMIIeHUS ¥ TIPOIEAYpP B OTHOIICHUHU
unnunenrta ¢ ganaeiMu ECOMZ,  nmoctynHeiM — Ha
https://www.unisender.com/. ECOMZ npUIaraer
pa3yMHBIE yCWIHMA MU BBIABICHUS NPUYUHBI TaKOTO
Muamunenta ¢ Jlanaeivu KOHEUHBIX TIONB30BAaTENIEH |
npeAnpuHuUMaeT Imarw, kotopele ECOMZ  cuuraer
HEOOXOTMMBIMU U Pa3yMHBIMH, YTOOBI HICIIPABHUTE IPUIHHY
takoro Munuaenta ¢ Jlanasimu KoHeuHbIX Tob30BaTenei
B TOW CTENEHH, B KOTOPOH HCIIPaBICHUE HAXOAMUTCA O]
pazymubIM KoHTpOosieM ECOMZ. O6s3aHHOCTH, YKa3aHHBIE
B HACTOSIIEM TOKYMEHTE, He IPUMEHSIOTCS K MHITUICHTAM,
BEI3BAaHHBIM Koneunsm TIOJTH30BATEIIEM WA
corpynHukaMu KOHEUHOT0 MOITh30BaTEISL.




8. RETURN AND DELETION OF END
USER DATA

8. BO3BPAT U YJAJIEHUE JAHHBIX
KOHEYHOI'O ITOJIb30BATEJIA

ECOMZ shall return End User Data to End User and, to
the extent allowed by applicable law, delete End User
Data in accordance with the procedures and timeframes
specified in relevant documentation. Such actions shall be
arranged in accordance with ECOMZ’s Data Retention
Policy available at https://www.unisender.com/.

ECOMZ Bozepamaer [lanusie KoHeuHOro mosb3oBaTens
KoneunsiM monb3oBatessiM U, B Mpeaenax, pa3peleHHbIX
JICHCTBYIOIIUM  3aKOHOAATEIbCTBOM, yhajser JlaHHbIe
Koneunoro nons3oBatesnsi B COOTBETCTBUM C MPOLEAYPAMHU

u BpEMEHHBIMU paMKaMH, yKa3aHHBIMHU B
COOTBETCTBYIOIIEH JOKYMEHTalMu. Takue JelcTBUA
JIOJDKHBI ~ OBITh ~ OpPraHW30BaHBI B  COOTBETCTBHH C

IMonutukoit Xpanenus: Hanueix ECOMZ, noctynmHod mo
azapecy https://www.unisender.com/.

9. LIMITATION OF LIABILITY

10. OTPAHUYEHHUE OTBETCTBEHHOCTH

Each party’s and all of its Affiliates’ liability, taken
together in the aggregate, arising out of or related to this
GDPRA, and all GDPRAs between Authorized Affiliates
and ECOMZ, whether in contract, tort or under any other
theory of liability, is subject to the ‘Limitation of
Liability’ section of the Agreement, and any reference in
such section to the liability of a party means the aggregate
liability of that party and all of its Affiliates under the
Agreement and all GDPRASs together.

OTBETCTBEHHOCTh KaXJIOW M3 CTOPOH M BCEX ee
AddunupoBaHHBIX JIHI, B35Tass BMECTE B COBOKYITHOCTH,
no monoxeHusim 3toro GDPRA wunu cBsizaHHas ¢ 3TUM
GDPRA, u Bcex GDPRA wmexnay ABTOpHU3HPOBaHHBIMHU
AdounrpoBanaeiMu smiiaMn 1 ECOMZ, 6yns 1O 110
JIOTOBOpY, JACNMKTY WIM JI000H Apyroil Teopuu
OTBETCTBEHHOCTH, OIPAHMYMBAETCS COTJIACHO pa3leny
«OrpaHudeHre OTBETCTBEHHOCTH» JloroBopa, a Jjrodas
CCBUIKa B TaKOM pa3/iele Ha OTBETCTBEHHOCTH CTOPOHBI
03HAa4yaeT COBOKYNHYIO OTBETCTBEHHOCTh 3TOH CTOPOHBI U
Bcex e¢ AQduUIMpOBaHHBIX JIMI] B COOTBETCTBHH C
JoroBopoMm u Bcemu GDPRA BMmecTe.

For the avoidance of doubt, ECOMZ's and its Affiliates’
total liability for all claims from the End User and all of
its Authorized Affiliates arising out of or related to the
Agreement and each GDPRA shall apply in the
aggregate for all claims under both the Agreement and
all GDPRAs established under this Agreement,
including by End User and all Authorized Affiliates,
and, in particular, shall not be understood to apply
individually and severally to End User and/or to any
Authorized Affiliate that is a contractual party toany such
GDPRA.

Bo wus0exanne COMHEHHMHM 00IIas OTBETCTBEHHOCTH
ECOMZ wu ero AdduiupoBaHHBIX JMI[ IO BCEM
Tpe6oBanusM KoHeyHOro mosip3oBaTeNss M BCEX €ro
ABTOpU3MpPOBaHHBIX A GUIMPOBAHHBIX JIUIL, 110 JJoroBopy
WK CBA3aHHAs ¢ HUM, U Kaxzaoro GDPRA, nmpumMenstoTcs
B COBOKYITHOCTH KO BCeM TpeOOBaHUsIM Kak 1o Jloroeopy,
Tak 1 1nmo BceM GDPRA, co3gaHHBIM B COOTBETCTBHHU C
HacrosiuM ~ JloroBopom, B TOoM uymciie KoHEYHbIM
MOJIb30BATEIEM u BCEMU ABTOPHU3UPOBAHHBIMH
A ounpoBaHHBIMY JIUIIAMY, W, B YACTHOCTH, HE JOJIKHBI
paccMaTpuBaThCs KaK PUMEHSIOLIMECS] OTICIbHO U
WHUBHUAYAIBHO 17151 KOHEYHOr o MoIb30BaTeNs U / Wy J1JIst
M1000r0  ABTOPU3UPOBAHHOTO AQQHUIMPOBAHHOTO JIHIIA,
KOTOPOE SIBJIIETCSI CTOPOHOM 110 JIOrOBOPY JHOOOT0 TaKOro
GDPRA.

10. EUROPEAN SPECIFIC PROVISIONS

10. EBPONIEMCKHE OCOBBIE ITOJIOKEHUS

10.1 GDPR. With effect from 25 May 2018,
ECOMZ Processes Personal Data in
accordance with the GDPR requirements
directly applicable to ECOMZ's provision
of its Software services.

10.1 GDPR. Hauwmnuas ¢ 25 mas 2018 roma, ECOMZ
Ob6pabatsiBaet IlepconanbHble JaHHBIE B COOTBETCTBUH C
tpeboBanusmu GDPR, HemmocpencTBEHHO IPUMEHIMBIMH K
npenocraineanto ECOMZ coux yemyr IIporpammuoro
obecrieueHusI.

10.2 Data Protection Impact Assessment.
With effect from 25 May 2018, upon End
User’s request, ECOMZ shall provide End
User with reasonable cooperation and
assistance needed to fulfil End User’s
obligation under the GDPR to carry out a
data protection impact assessment related
to End User’s use of the Software, to the
extent End User does not otherwise have

10.2 OueHka Bo3/1eiicTBUSI HA 3aIUTY JaHHBIX. HaunHas
¢ 25 mas 2018 roma, mo mpocsbe KoneuHoro mons3oBaTeds,
ECOMZ npenocraBut KoHeWHOMY  ITONB30BATEIIO
pa3yMHOE COTPYAHUYECTBO U MOMOIIb, HEOOXOMUMBIE IS
BBINIOJIHEHHUS 00s13aTelibecrBa KOHEUHOro MOIb30BaTENs B

coorBerctBu ¢ GDPR gns  mpoBenmeHWs — OIEHKH
BO3JICHCTBUSL HA 3alUTYy JaHHBIX, CBS3aHHOM C
HCIIOIB30BaHUEM Koneuneim TOJIL30BATEIIEM

HpOl"paMMHOFO 06CCHC‘ICHI/I$[, B TOM o0OBbeEME B KOTOpOM
Koneunsri IT10JIb30BATCIIb HC HMECCT A0CTyna K




access to the relevant information, and to
the extent such information is available to
ECOMZ. ECOMZ  shall provide
reasonable assistance to End User in the
cooperation or prior consultation with the
Supervisory Authority in the performance
of its tasks relating to Section 10.2 of this
GDPRA, to the extent required under the
GDPR.

COOTBETCTBYIOIIEH HWH(pOpManuy ¥ B TOH CTENCHH, B
KoTopoil Takass uH(popmanust gocrynHa a1 ECOMZ.
ECOMZ oka3piBaer pasymHylo nomomps KoHeuHOMY
MONB30BATENI0 B COTPYIHUYECTBE WU NIPEIBAPUTEIBHBIX
KOHCynbTalMAX ¢ Haa3opHBIM OpraHOM NpH BBINOIHEHUH
ero 3aaay, otHocsmuxcs k Pasneny 10.2 storo GDPRA, B
TOU Mepe, B Kakol 3To TpeOyercs B coorBercTBUE ¢ GDPR.

10.3

Transfer safeguards. ECOMZ may not
pass on and/or store the Personal Data (or
have them stored) in countries outside the
European Union unless ECOMZ has End
User’s express consent for this and this is
allowed under GDPR because, for example,
the country in question provides an adequate
level of protection or an unaltered model
contract is used which is intended for this
purpose and which has been approved by the
European Commission, with due observance
of the other provisions of this Agreement. In
case a transfer of Personal Data to any third
party in a non-adequate country with the
express permission from End User as
mentioned above takes place, this transfer
shall be governed by the terms of the EC
Standard Contractual Clauses are being
hereby incorporated by reference. ECOMZ
shall ensure that all Sub-processors non-
rejected by End User undertake to comply
the EC Standard Contractual Clauses.

10.3 Mepsn1 6e3onacnoctn mpu nepegade. ECOMZ He
MOXET TIepefaBaTh W / WIM XpaHUTh [lepcoHaNBbHBIC
JMaHHbIC (WM TO3BOJIATH XPAaHUTh HMX) B CTpaHaxX 3a
npenenamu Esporneiickoro Cotosa, ecnu ECOMZ He umeer
s;BHOTO coryiacus KoHeuHoro mosjb30BaTeNs Ha 3TO, U 3TO
paspemieno B cootBercTBUM ¢ GDPR, mnockombky,
HampuMep, COOTBETCTBYIOIIAsl CTpaHa TMPEIOCTaBIISIET
HQJIOKAIIMA  ypOBCHb  3aIUTHl WM  HUCIOJIH30BaH
HEM3MCHHBIA THIIOBOW JTOTOBOP, KOTOPBIA IMpeIHA3HAYCH
JUISL 9TOHM LI W KOTOpbIi Obl1 omoOpen EBporeiickoii
KOMHCCHECH TIpU  COONIOJICHUM JAPYTHX  MOJIOKCHUM
HACTOSIIEro JoroBopa. B cmydae, eciu uMeeT MecTo
nepeaadya HepCOHaHbHLIX JaHHBIX TPETbUM JIMIIaM B
CTpaHe 663 aICKBATHOI'O ypOBHﬂ 3alllUThl C SABHBIM
pazpemienneM KoHe4HOro monb3oBaTenis, Kak yIOMSHYTO
BBIIIC, aTa nepeaadya perJ'IpreTCS[ yCJ'IOBI/IﬂMI/I
CraHgapTHeIX JOrOBOpHBIX TonoxeHuit EC, kotopbie
BKIIIOYEHBI CIOfa TMOCpeAcTBOM ynoMuHaHusi, ECOMZ
rapaHTupyer, 4ro Bce CyOnporeccopbl, He OTKIOHEHHbIE
KoHeuHblM  monb3oBatenieM, OOS3YIOTCS — BBITNOJIHSATH
CranpapTHble AoropopHsie noioxenus EC.




SCHEDULE 1-DETAILS OF THE
PROCESSING

MNPUJIOXEHHME 1 - JETAJIM OBPABOTKH

Nature and Purpose of Processing

Ipupona u Llems O6paboTkn

ECOMZ will Process Personal Data as necessary
to perform the Software services pursuant to the
Agreement, and as further instructed by End User
in its use of the Software.

ECOMZ oOyner OOpabatbiBaTh IlepcoHasbHBIC
JaHHBIE MO0  Mepe  HEeOOXOOUMOCTH IS
MPETOCTABICHUS YCIyT MPOrpaMMHOTO
obecrieueHnsT B COOTBETCTBHM C J[OrOBOpOM U B
COOTBETCTBMHM ¢  yKazaHusiMu  KOHEYHOro
T0JIB30BATENS 110 UCIIOIB30BaHUIO [IporpaMMHOro
o0ecreycHusI.

Duration of Processing

IIpononxurteabsHOCTE OOpadboTKH

Subject to Section 8 of the GDPRA, ECOMZ will
Process Personal Data for the duration of the
Agreement, unless otherwise agreed upon in
writing.

B cootBerctBum ¢ pazaenom § GDPRA, ECOMZ
oyner O0pabateiBaTh [lepcoHaNbHBIC NaHHBIC Ha
Bpemsi jeiicTBusi JloroBopa, eciu HMHOE He
OrOBOPEHO B UCBMEHHOI hopme.

Categories of Data Subjects

Karteropuu Cy0beKTOB JaHHBIX

End User may submit Personal Data to the
Software, the extent of which is determined and
controlled by End User in its sole discretion, and
which may include, but is not limited to Personal
Data relating to the following categories of data
subjects:

KoHeuHBIll TONB30BaTENh MOXET IepeiaBaTh
Ilepconanbuble  ganHele B IIporpammuoe
obecrieueHue, CTENEHb Mepeladyd MOpu  ITOM
ompezensercs W KoHTponupyercss KoHeuHbIM
HONb30BaTeNieM IO  CBOEMY  COOCTBEHHOMY
YCMOTpPEHHIO U KOTOpasi MOXKET BKJIIOYATh, HO HE
OrpaHU4MBacTC, ITepconanbHbie JIaHHBIE,
OTHOCSIIMECS K  CIEAYIOIIUM  KaTeropusM
CyObeKTOB JaHHBIX:

e Prospects, subscribers,
end users, business
partners and vendors of
End User (who are
natural persons)

e [loreHIMaNbHBIE  KIWEHTHI, IMOIIHCUUKH,
KOHEYHbIE IOJIb30BATEIH, JIEJIOBbIE MapTHEPHI M
noctaBmKkd KoHedHoro monp3oBatens (KOTOpbIe
SBISIFOTCS] PU3NYECKUMU JTULIAMH)

PY Emp]oyees or contact [ ] COpr,IIHI/IKI/I HIIn KOHTAKTHBIC JIN1Ia
persons of End User’s MOTEHIIHATHHBIX KITUEHTOB, IO CYNKOB,
prospectsl Subscribers, JCIOBBIX IMTAPTHEPOB U IMOCTABIIUKOB
business partners and
vendors

e Em p| oyees, agents, L] COpr,IIHI/IKI/I, arcHTHI, KOHCYJIbTaHTBI,

advisors, freelancers of
End User (who are
natural persons)

(dpmnanceps Koneunoro monmps3oBatenst (KOTOpBIE
SIBIISTIOTCSI (PU3MYECKIMH JTHIIAMH )

e End User’s users
authorized by End User
to use the Software

e Jlomp3oBatenm KoHeuyHOro moab30BaTelrs,
yrmomHoMoueHHble KOHEYHBIM  IOJB30BaTENEM
HCTIONB30BaTh [IporpaMmmHOe obecnieueHme

Type of Personal Data

Tun MEPCOHAJTBHBIX TAHHBIX




End User may submit Personal Data to the
Software, the extent of which is determined and
controlled by End User in its sole discretion, and
which may include, but is not limited to the
following categories of Personal Data:

Koneunslii monp3oBaTens MOXKET IEpeAaBaTh
HnepcoHanbHble  JaHHble B IIporpaMMHoe
obecrieyeHne, CTENEeHb IMeperadyul MpU  ITOM
ompenensercs u KkoHTponupyercs KoHeunsiM
HONIb30BaTeNIeM IO CBOEMY COOCTBEHHOMY
YCMOTPEHHIO U KOTOPbIE MOMKET BKIIIOYATh, HO HE
OIPaHUYUBACTCA  CIEAYIOUIUMHM  KaTeropusMu
IlepcoHanbHBIX JAHHBIX:

e First and last name

o Vms u bammims

e Title e Hazpanue
e Position o Jlonoxenue
e Employer e PaGoropnaTens

e Contact information
(company, email, phone,

e KonrakTHas wH(OpManus (KOMIAHHS, aapec
JJIEKTPOHHOM TOUTHI, TeneoH, (U3MUECKUHA

physical business azpec)
address)
e ID data o lneHTH(uKalNOHHbIC JaHHBIE

e Professional life data

o [IpodeccronabHbIe TaHHBIE O )KU3HU

e Personal life data

° HepCOHaJ’ILHLIe JAaHHBIC O )KU3HU

e Connection data

o J[aHHbIE TOAKIIIOUEHU S

e Localisation data

o J[aHHbIC JTOKaTHU3aINI




SCHEDULE 2 - LIST OF SUB-PROCESSORS / TIPUJIOKEHHE 2 — IEPEYEHb
CYBIIPOLECCOPOB

The current list of Sub-processors for the Software services / AkryanbHblit nepeders CyOnpoIeccopoB sl yCIyT
IIporpammHOro obecneueHus

Entity name / HaumeHoBaHue Entity Country / Ctpana Details / deramu

Lattelecom Latvia / JlatBus Main hosting services
provider. / OcuoBHoOM
MIpoBaiiJiep XOCTHHTA.

OVH France / ®panius Hosting services provider. /
ITpoBaiinep XOCTHHTA.

Hetzner Online GmbH Germany / I'epmanus Hosting services provider. /
ITpoBaiinep XOCTHHTA.

Amazon.com, Inc USA / CIIIA Hosting services provider. /
ITpoBaiinep XocTHHTA.
Intercom USA / CIIIA Messages delivery via

Internet services provider /
ITocraBmuk ycoyr
JTIOCTaBKH COOOIICHHIA
yepe3 MHTepHeT

Kayako UK / BenukoGpurtanusi Messages delivery via
Internet services provider /
ITocTaBimuk ycmyr
JTIOCTaBKH COOOIICHHIA
yepe3 MHTepHeT

Slemma, Inc. USA / CIIIA Processing of statistical data
/ O6paboTka
CTAaTUCTHYCCKHUX NAaHHBIX
Tilda RU/P®D Promo pages creation

services / Yemyru co3manust
POMO CTPAHHUIL

Facebook USA / CIIIA Data provision via
registration /
[IpenocraBiieHue AaHHBIX
IIPU pErucTparuu

10. Google USA / CIIIA Data provision via
registration /
[IpenocraBiieHue AaHHBIX
IIPU pErucTparuu




